ITPABUJIA

3a 0€30MaCHOCT HA 1elaTa U yYeHUIIUTe B
KOMIIIOTHLPHATA MpPekKa B 1eTCKATA IPAJAUHA, YYMJIHILETO U B HHTEPHET

Te3u npaBuJia ca pa3padorenu ot Jbp:xaBHaTa areHIUs 3a 3AKPUJIA HA 1€TETO, B
napTabopcTtBo ¢ ['s1aBHa jupexums ,bopda ¢ opraHusupaHara npecTbIHOCT”,
HaunmonaseH meHTbp 3a 0Oe3omaceH MHTepPHeT, MHUHHUCTEPCTBO HAa 00pPAa30BAHUETO M
HaykaTa, Pernonajino ynpap/jieHue Ha o0pa3oBanueTo — Codus-rpaja, pbKOBOJAUTEIN HA
oOpa3oBaTejiHU MHCTUTYHUH OT Cbl03a HA padoToAaTeIUTE B CHCTEMATa HA HAPOJAHATA
npocsera B bbarapus, CapyxeHneTro Ha JUPEKTOPUTE B CPeIHOTO 00pa3oBaHue Ha P
bbarapus.

LenuTe Ha mpaBuiaTa ca aa ce:

° rapasHTupa NpaBoOTO HA /1eTeTO/y4eHHIUTe Ha [0CThI A0 MOAXOASAIIA
uHopManus 1 MaTepuaId B MpeKaTa;

° OCHIIECTBH NMpPEBEHIUS U CHHTE3UPA HA eAHO MACTO MHopMamusATa 3a
ONACHOCTHTE B MHTEPHET,

° NMPeI0CTABAT KOHKPETHH HACOKH 3a 3aKpHJa Ha JeTeTo M 0e30macHo
NoBe/leHNe B KOMINIOTHPHATA MPe:Ka B 1€TCKATA I'PAJIMHA U B yYWJIHIIE U B MHTEPHET;

° nogo0py KOOPAUHAIMATA U OTTOBOPHOCTHTE HA YYACTHHIMTE W/WIH

BCHYKH 3AaUHTEPECOBAHU CTPAHHU.

OTroBopHOCTTA 3a TapaHTHUpaHE MpaBarTa Ha Jerara U 3alliuTa Ha TEXHUTE UHTEPECH €
CHOJIENIeHa OTTOBOPHOCT MEXAY CEMEHCTBOTO, OOIIECTBOTO M JIbp’KaBara, 4pe3 HEHHUTE
OpraHu W WHCTUTYIMHU. BbIIpeku ToBa, Ta3u OTTOBOPHOCT € pasmpeseseHa, KaTo TS ce maja
MIPUOPUTETHO HA CEMENUCTBOTO, O-CHEIIUAIHO HA POJAUTENNTE, HACTOMHUIIUTE, TOTIEUUTETTUTE
WJTU JPYTHUTE JIUIIA, IPU KOUTO JETETO € HACTaHEHO, TOraBa KoraTo € Oujia mpeanpuera Mspka
3a 3aKpuiia M0 OTHOIIEHHE Ha Hero. OTYUTailku TpyJoBaTa aHTaXKUPAHOCT HA POAUTENINTE, B
HAKOHW OT CIYYaWTe U TPYIHOCTUTE, KOUTO M3MHUTBAT B OTIJICKIAHETO M BB3IMUTAHUETO Ha
JIETETO, B OCHOBONOJIAraliys MEXIyHApoJEeH aKT 3a mpaBaTa Ha Aetero KoHBeHuusTa Ha
OOH 3a mpaBara Ha J1eT€TO, KAaKTO U B PeAMIla HOPMATUBHU AaKTOBE OT HAIIMOHAIHOTO HHU
3aKOHOAATENICTBO, € TI0OCOYEHO Kak OOIIeCTBOTO, COLHUATHUTE U 00pa3oBaTeNHUTE
WHCTUTYIIUH, U JIbprKaBaTa U3IMBIHABAT T€3U CBOM OTTOBOPHOCTH 3a OKAa3BaHE Ha aJieKBaTHa
MOAKpEeNna Ha CEMEHCTBOTO, 3a 3aKpWjla Ha JETETO W 3a 3allluTa Ha HETOBUTE IpaBa U
WHTEpECH.

CornacHo Konenumsara na OOH 3a mnpaBara Ha JeTeTo, POAUTENUTE HMaT
IIBPBOCTETNIEHHA OTTOBOPHOCT 3a OCUTYpsIBAHE BHUCIIUTE HWHTEPECH Ha JEeTeTO jJa ObaaT
I'BPBOCTENEHHO CchoOpakeHue. Poautenute wiu, cropea ciydas, 3aKOHHUTE HACTOWHMIIU,
MOTIEYUTENIM WM JPYTH JIUIA, MPU KOUTO JETETO € HACTaHEHO, HOCSAT OTTOBOPHOCT 3a
OTIJICK/IAHETO U PA3BUTHUETO HA JIETETO.

JBprxaBara, upe3 HEHHUTE OpraHu, TPSAOBA Ja MpeAnpreMe TTOAXOSIIN CTHIIKH, 3a J1a
MOAKPENHU POAUTENNUTE MPU U3IMIBIHEHUETO HA TEXHUTE OTTOBOPHOCTH. AKO HSIKOU POIUTENN
HE MOTaT WM C€ 3aTPyAHSIBAT, TO B TE€3W CIIydau C€ HAMECBAT OTTOBOPHUTE IbPKABHU
MHCTUTYIIMH, 32 Ja OCUTYpST CIa3BaHETO Ha MpaBaTa Ha JIETETO W 33J0BOJIIBAHETO Ha
HETOBUTE HYXXIU. 3abJDKCHHE Ha JbpKaBaTa € OCUTYPSIBAHE Pa3BUTHETO HA WHCTUTYIIUH,
3aBelleHUsT W yclIyru. B Ta3u Bpb3ka ponsta Ha 00pa3oBaTeNHUTE WHCTUTYIIUU €
M3KJITIOYUTETHO BaXKHA M KJIFOYOBA. Te MOrar ja JOoNpuHecaT 3a 00y4EeHHETO U MPEBEHIUATA
Ha PUCKOBETE HE CaMO Ha JIellaTa, HO U HA POJAUTENIUTE, KATO MO TO3M HAYMH MOTaT J1a UMar
JBOMHA TI0JI3a 3a Jiernara. B Ta3u mocoka HAacTOSAIMMTE MpaBUiIa, JaBaT OCHOBHH IO3HAHUS 32
OMAaCHOCTUTE, KOUTO KPHE BHUPTYAIHOTO MPOCTPAHCTBO C II€JI OCUTYpSIBAHE 3aKpuiaTra Ha
JIETETO OT BPEAHM 3a HEro nH(opMaliys, MaTepruaii 1 KOHTaKTH.




OcHOBHHMTE NMPUHIUNHU 32 padoTa B KOMIIOThpPHATa MpeXka B JETCKa TpaJdHa U
YUYUIULIE U B UHTEPHET Ca:

1. PaBeH noCThII HA BCUYKH JIeTla U YICHUIIH;

2. 3ammra Ha Jenata W YYCHHUIIUTE OT BPEIHO WIM HE3aKOHHO ChIbpPXKAHUE U
nHpoOpManusg Karo: CcaMOHapaHsSBaHE, TBHPrOBUS C HAPKOTHIM, Xa3apT,
MpOIaraHMpaHe Ha BPEIHU M ONACHHU HABHUIM U JICUCTBUS KATO AHOPEKCH,
Oynumus, TmopHOrpadus, TOJIepUpaHe Ha pa3IuuyHd (HOpMH HaA HACHIIHE,
MPOIOBS/IBAHE HA TEPOPU3BbM, ETHUYECKA W PEIUTHO3HA HETOJIEPAHTHOCT,
caMOyOHICTBO U Jp.;
3aunTaHe U 3allUTa Ha TUYHATa HEIIPUKOCHOBEHOCT;

[ToaroroBka w KOHTPOJ Ha Jemara W YYEHUIIUTE 3a O€30IacHO M OTTOBOPHO

MOBEJICHUE OHJIAMH,

5. ChTpyAHHYECTBO B AyX Ha TOJIEPAHTHOCT U JOOPOHAMEPEHOCT MEXIy AeTcKaTa
rpaguHa/yqIAIETO U POJAUTEIUTE/HACTOMHUIIUTE.

How

KomnoThpHata Mpexa B JIeTCKa TpaJdHa W YyYWIHIIE CE€ U3M0JI3BA B
MeIarOTMYECKUTE CUTYallMd M y4eOHM YacoBe camo 3a oOpa3zoBarenHu nenu. Llsimata mpexa
oOXBamia KOMITIOTPUTE, CBBP3aHU C KaOenHW W/Wiu O€3’)KMYHU BPB3KH, CHTYHpPAHU B
KOMITIOTBPHHUTE KaOWHETH, 000pYyIBaHH KJIACHHU CTaW W aJIMUHUCTPATUBHUTE MOMEIICHUS Ha
oOpa3oBarenHaTa HHCTUTYIIHS, KAaKTO M YCTPOHCTBaTa (MEPCOHATHN CMApPTHOHH, JANTONU U
TabJIeTH) ¢ O€3)KUUYEH JOCTBIT JJO UHTEPHET.

JleuaTa ¥ y4eHUIIUTE UMaT IIPaBO Ha:

1. Pamen nmoctsn 10 Mpexara Ha oOpazoBaTeIHAaTa WHCTHTYLHUS, C U3KIIOYCHUE HA
KOMIIIOTPUTE B aIMUHUCTPATUBHUTE MIOMEILICHHS.

2. Pabora c ycrpoiicTBata (KOMITIOTpPH, JIANTONM W TaONETH) B MpexkaTa C
MOJIKperara Ha Me1arornyecky CreruaucT.

3. OOyueHue 3a 6e30MaCHO U OTTOBOPHO IMOBEJCHUE B MpeXaTa Ha 00pa3oBaTeIHaTa
MHCTUTYLIUS U B HUHTEPHET.

4. HWudopmanus 3a mpaBuiiaTa 3a pabota B Mpekara.
5. CurypHa mudpoBa cpelia B IeTcKaTa rpajiiHa U yUYHWIALIETO.
6. Ilom3BaHe Ha MOOWJIHHTE CH YCTPOWCTBA WM3BBH yueOHHS Tporec (MOYMBKATa U

MEXJIy4Jacuara), a IMpH M3pUYHO YKa3aHWE Ha Y4yuTel — U B y4deOHuUs
qac/MeAarornyeckaTa CUTyalys 3a LeIUTe Ha y4eOHuUs IpoLiec.

BAKHO! IlpaBunara 3a 6e30omacHa paboTa B MHTEPHET, KOUTO JIelaTa U YUYECHUIIUTE
ca 3aJbJDKCHU Ja CIa3Bar, Cce MOCTaBAT Ha BHJIHO MSCTO B oOpa3oBaTemHaTa MHCTUTYLUSA,
KaKTO W B KOMITIOTBPHUTE KaOMHETH, Taka M Ha CaiiTa Ha JeTCKaTa TpaJuHa/yauauniero. B
HAYalloTO Ha YydeOHaTa TOAWHA MO TMOAXOMASI] HAYWH BCHUYKH Jlella U TEXHHUTE
POJINTEITH/HACTOMHHIIA/TIONIEYUTEIN CE 3all03HaBaT C TAX. llegarosure TEpHOIHYHO
HAMOMHSIT 32 TSIX U 32 CUTYPHOCTTA B HHTEPHET B TOJIXOSIIH GOPMH U IEHHOCTH, B KOUTO C€
BKJIFOYBAT )IeHaTa/y‘-ICHI/IHI/ITe H POAUTCIINTE UM.

Yact |. OTroBopHOCTH Ha PHKOBOAUTEINTE HA 00PA30BATEIHUTE WHCTUTYIHH,
Ha npodecuoHaTUCTHTE, padoTem ¢ gena U ¢ HHPOPMAIHOHHO-KOMYHHKAIMOHHHI
texHoJorun (MKT)

JIupeKTopbT Ha JIeTCKaTa rpaJlnHa/yuuiInILeTo:
1. Opranusupa AeHOCTTA MO U3IIBIHEHUETO HA TE3U MpaBUjia, U OCUTYPSIBA JOCTHII
70 KOMITIOThPHATa MpeXka, €PEeKTUBEH M MOCTOSHEH KOHTPOJ, IUIAHMPAHETO Ha




MEpKH IO OpraHu3alysTa 3a Cla3BaHe Ha IMpaBHJiaTa 3a paboTara Ha jaeuaTa u
YUEHULIUTE B MpekaTa M 3alliuTa OT BPEAHO WM HE3aKOHHO ChIbpXKaHHE B
UHTEPHET.

OcurypsiBa Tpu TEeXHUYECKa BB3MOXKHOCT IMpociensBaHe Ha Tpaduka,
OCBIUIECTBSIBAH Upe3 MpeKaTa Ha 00pa30BaTEIHATa UHCTUTYLIHSL.

[Ipn koHcTaTMpaHe Ha cCiy4aun Ha KHOEpPTOpPMO3, HE3aKOHHO ChAbP)KaHUE U
MOBEJCHHE B Mpexara Ha oOpa3oBaTelHaTa HMHCTUTYIHS W/WIM B HHTEPHET
yBeIOMsABa He3a0aBHO KOMIIETEHTHHTEe opranu — Jupekuus ,,ConuanHo
mojArnomMarasne”, mo MecronpeOnBaBane Ha JeTeTo W | maBHa aupeknus ,,bopba c
OpraHu3HMpaHaTa MPECTHITHOCT”, CIICNUATTU3UPAHUAIT OTACI ,,KubeprnpecThbmHOCT
Ha MBP. B Te3u cirydan oka3Ba Hy’»KHOTO ChJEHCTBHE HA KOMIIETEHTHUTE OPTaHU
C LeJd YyCTaHOBSBaHE Ha U3BBPIIMTEIUTE U IMpearpHeMa MEpKd 3a
IIPOTUBOAECUCTBUE M IPEMAaxBaHE HA CHOTBETHOTO CHABP)KaHHE OT MpekKara Ha
oOpa3oBaTenHaTa HHCTUTYLIHMS. MoKe J1a MojlydaBa U KOHCYJITAHTCKa MOMOI OT
Hanmonanuus 1ieHThp 3a 0€3011aCeH UHTEPHET.

Opranusupa B Ha4yalloTO Ha BCska ydeOHa TOJuHA 3alO3HABaHE Ha Jelara u
YUEHHUIINTE U POIUTEIUTE/HACTOWHUIIMTE C TpaBHiaTa 3a Oe3omacHa padora B
MpesKara.

OcurypsiBa OTTOBOPHO JIHIIE (CITY>)KUTEJ MM HACT BBHHIICH CIICIUAIIKCT), KOCTO Ja
M3MBIHABA GYHKIIMUTE HA CUCTEMEH aJIMUHHUCTPATOP.

Yunurenure, neaarorn4ecKuTe CNeUAJUCTH U PbKOBOJIUTEINTE 10 HANIPABJICHHNE
HUKT ca minxau na:

1.

2.

PazsicusBar mpaBunaTta 3a 0e30macHO U OTTOBOPHO IMOBEJAEHHE MpU padoTa B
Mpexara Ha 00pa3oBaTeIHaTa HHCTUTYIHMS U B HHTEPHET.

OcpliecTBABAT NMOCTOSHHO HAOJIIOJICHUE U KOHTPOJ BbpXy paboTara Ha Jenara u
YUEHHIINTE B MpeKaTa Ha 00pa3oBaTelHaTa MHCTUTYILUS B Y4€OHO BpeMe.
[Ipennpuemar He3ab0aBHM MEPKH 3a MPEYCTAHOBSBAHE HA JOCTHIIA Ha Jenara u
YUEHHIINTE /10 HE3aKOHHO U BPEIHO ChIbP)KaHUE B MpEXkKara.

VBenomsBaT He3a0aBHO JUPEKTOpa Ha JeTcKara TIpaJuHa/yuWIMIIETO IpU
HapyllaBaHe Ha MpaBujaTa, caydyad Ha KUOEpTOpMO3 WM IPU YCTaHOBSBaHE Ha
HE3aKOHHO M BPEJIHO ChIbpPKaHWE WK TIOBEJCHUE B MpeKaTa.

Oka3Bar mojkperna Ha Jela W YYCHUIIM — OOEKT Ha KuOepTopMo3, upes
I'bpPBOHAYAJIHA [ICHXOJIOTHYECKA IMOJKpena OT YYWIMIIHHUS IICHXOJIOT, Ype3
pasroBop OT CTpaHa Ha IMeJaror B Je€TCKaTa TIpaJuHa 3a CHMI)KaBaHE Ha
HaMpeXeHUeTo y IETETO.

Curnanusupar npu HeoOxomumocT [upekuus ,,CoumanHo mmoxarnomara€e’ 1o
MECTO)KMBEEHE Ha JIeTETO/yueHHKa C IIeJl OIlEHsBaHEe Ha Hy)XJaTa OT HacO4BaHE
KbM COILIMAJTHU YCIIYTH 32 OKa3BaHE Ha MOCIIe/Ballla MOAKpeIa.

CucteMHMAT aAMMHUCTPATOP (CIyXHUTeN B oOpazoBaTeHaTa MHCTUTYIUS WM HAaeT
BBHIIEH CIELUAINCT):

1.
2.

OcwurypsiBa o61ara 6€30MacHOCT U (PYHKIIMOHAIHOCT Ha MpEeKaTa.

[Ipennara u mpuiara MEpKU, OrpaHMYaBaIly JOCThIIA HA JlelaTa U YUCHULIUTE JI0
BpPC€IHO HUJIM HE3AKOHHO CBHABPKAHUC U MOBCACHUC B MHTCPHET B CHbOTBETCTBUC C
JIeMCTBAIIOTO 3aKOHOAaTeNICTBO Ha PemyOnuka bearapust.

N3pbpriBa neproaudeH mperiie]] Ha KOMITIOThpHATa MpeXxa Ha o0pa3oBareinHaTa
WHCTUTYIUS 32 HAIMYUE HAa BB3MOXHH 3allllaxd U PUCKOBE 32 CUTYPHOCTTA Ha
Jerara u y4YeHUIUTe Mpu paboTa B MHTEPHET.

Crnenu Tpaduka, OCHIIECTBABAH Ype3 KOMITIOThPHATA MpeKa Ha 00pa3oBaTeIHaTa
WHCTHUTYIIHSI.

[Ipenmpuema He3a0aBHU MEPKHU 3a MPEyCTAaHOBSBAaHE Ha JOCTHIIA Ha Jelarta u



YUEHUIUTE 10 HE3aKOHHO U BPEIHO ChABPKAHKUE B MPEKaTa.

6. VYBemomsaBa He3a0aBHO TUPEKTOpA HA JETCKaTa TpaauHa/yYIMJIUIIETO MPU CIIydan
Ha KuOepTopMO3, HapyllaBaHe Ha TNpaBWIaTa WM NpPU YCTAHOBSIBAaHE Ha
HE3aKOHHO ChIbP)KaHUE UJIH MTOBEJICHHE B MpeXkara.

7. CwoppeiicTBa 3a yCTaHOBSIBAHE HA U3BBPIIUTEIN Ha KHOEPTOPMO3 U TpUIara MEpKU
3a OrpaHUYaBaHE HA TAKUBA CIyYau.

Yacr |1. IIpaBa u 0TroBOPHOCTH HA POIUTEINTE"

PO)II/ITeJIHTe uMmart mnpaBo Ja.

1. TlomyuaBar wuHpOpMamMs 3a PHCKOBETE M 3aIUlaXWTe 3a O€30MMacHOCTTa Ha
TCXHUTEC OcHa HpI/I pa60Ta B I/IHTepHeT B ACTCKATa rpanHHa/quﬂnmeTo 1 BKBIIN.

2. bwaar cBoeBpeMeHHO MH(GOPMHUPAHH, aKO JIETETO UM € 00CKT Ha KHOepTOpMO3 B
JaeTcKara FpaZIHHa/quHHIHGTO.

3. YyacTBaT CHBMECTHO C PBKOBOACTBOTO Ha o6pa30BaTenHaTa HHCTUTYLIUS IIPpU
paspelliaBaHe Ha BCEKM KOHKPETEH Npo0jieM, CBbp3aH C HapylllaBaHE Ha
IIpaBujiaTa OT CTpaHa Ha TCXHUTC ICIaA.

4. VYyacTBaT ChC CBOM NPEIJIOKECHHS B ONPEACIISIHETO Ha IMpaBUjaTa U MEPKHUTE 3a
6630HaCHO H3I10JI3BAHC HAa UHTCPHECT B ACTCKATa rpazu/IHa/ YYHUJIUIICTO.

5. Tlomywar wapopMaius 3a HHPOPMAIMOHHO-CUTHAIM3AMMOHHY TIATGOPMH KaTO
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

PoauresinTe HOCAT OTTOBOPHOCT Ja:

1. TlomorHar Ha JETETO CH Jia M3rpajd YMEHHs 3a OHJIaiH oOllyBaHe M 0E30IacHO
U3M0JI3BaHe Ha UHTEPHET.

2. OcphllecTBABAT MOCTOSHEH KOHTPOII 32 CUTYPHOCTTA Ha JIETETO CH B MHTEPHET.

3. TlposiBsBaT MHTEpEC KbM aKTUBHOCTTA HA JICTETO CH B MpEXKaTa, BKIIOYUTEIHO H
Ch3[IaBaHETO Ha TPO(WIM B COLMAIHM MPEKH M PErUCTpallid B CalTOBE U
MOOWJIHM TIPHJIOKCHHUS, KaKTO M Ja Pa3sCHAT IMOCICICTBHUATA OT Ch3aBaHETO
W/WITH Pa3pOCTPAHEHUETO Ha ONPEENICHO ChIbp)KaHHE.

4. Tlpu ycraHOBSIBaHE, Ue JETETO MM € KepTBa Ha KUOSPTOPMO3, Jla CUTHAIIM3MPAT Ha
otaen ,,KubepnpecrbnHoct” kbM [naBHa aupekuus ,,bopba ¢ opranmsmpanara
npectbraocT”  (hitp://www.cybercrime.bg/bg), wmu Ilenthpa 3a Oe3omaceH
unrepHer (https://www.safenet.bg/), kakro u mMorar aa HOTHPCAT ChACHCTBUE OT
Hupeknus ,,ConpaliHO ToANOMaraHe MO0 MECTOKMBECHE Ha JIETeTO C Ield
OKa3BaHE Ha IICHMXOJIOTHYECKa TOJKpeNna Ha JeTeTo. B To3m ciydaii TpsOBa ma
YBEIOMST M IMPEKTOpa Ha 06pa3oBaTeIHATA HHCTHTYIIHL.

5. CobxpansBar 3qpaBeTO Ha JIETETO, KaTO MPOCIENsIBaT BPEMETO 3a M3IOJI3BaHE HA
UHTEPHET.

6. VYBemomsaT ampekTopa Ha oOOpa3oBaTelHAaTa HMHCTHTYLHUS, KOTaTO MM CTaHE
M3BECTHO, Y€ JIETETO UM € OOEKT Ha TOPMO3 OT JPYro JETe, C KOETO € B €HO H
CBIIIO YYMIIUIIIE.

Yacr Ill. O6mm npaBuia 3a (e3onmacHo oOUIyBaHe B HMHTEPHET 3a jAelara W
yyeHUunuTe (A1aNTHPAHM 32 THAX)

Kato ACTC W YUCHUK CbM JJIBXKCH Ja CcCla3BaM CJICIHUTC IIpaBUJIa. Axo ce

! Or CTpaHa Ha 06pa3OBaTeHHaTa HMHCTUTYH U CJICBA Ja 6’I>ﬂaT npeanpueTu H€O6XOHI/IMI/ITC HeﬁCTBHﬂ POAUTEIINUTE
Ja 6T),HaT 3allO3HATU € TCXHUTC IIpaBa U OTTOBOPHOCTU U C HpaBUJiaTa 3a Oe3omacHa pa60Ta B MHTCPHCT, KOUTO
JAclaTra U yYCHUIUTE Ca 3aIbJKCHHU Ja Clla3BaT

2 YBGHOMHBE[HGTO MOXKC 1a 6”[)[[6 B YCTHA WJIM MMCMECHA q)opMa, KaTo 3a NpCANOYUTAHEC € [TMCMCHATa TaKaBa.


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.safenet.bg/
http://www.facebook.com/bgcybercrime
http://www.cybercrime.bg/bg
https://www.safenet.bg/

3aTpyAHsBaM B TSXHOTO pa3dupaHe, Mora Jia MojTyda MOJKpera OT POAUTEIN WK OT YUUTEN, 3a
1a MU ObIaT OOSICHEHU

1.

10.

11.

12.

13.

14.

He naBam nmyna wHpopmanus: uMe, ajgpec, mapojia OT €JIeKTPOHHA IIOlIa,
npodhun B couMaTHA MpEKa, audeH TenedoHEH HOMep, JIeTcKaTa
rpajiiHa/yqyWINIIETO, B KOETO y4a.

He nmaBam mHpoOpManms 3a MectopaboTaTa WM JIMYEH U CIy)KeOeH TenedoHeH
HOMEp Ha POAUTENINTE, HACTOMHHUIMTE, ONMU3KUTE, MPUATEIUTE, ChbYUCHUIIUTE U
MO3HATUTE CU 0€3 TSIXHO pa3pellieHue.

He u3npamam u He kauyBaM OHJIAliH CBOM CHUMKHU M BHJea, 6e3 mpeau ToBa Ja €
00CBH/ICHO U B3€TO PEILICHUE C POJIUTEIUTE MU.

He m3npamaM u He KauBaM OHJIAH CHUMKHU W BUJEa HA MPUATENN, CbYYCHHIIH,
POIIHUHU, YYUTENH, OJIU3KHU, TO3HATH U JIp., 0€3 mpeau ToBa J1a € 00CHIEHO C TSX,
a B CIIy4auTe, KOraTto ce Kacae 3a MOU NPHUATENH, ChYyYCHHULH, JIa € ChIIIaCyBaHO
OT TSIXHA CTPaHA U C POAUTEIUTE UM.

He otroBapsM u He oTBapsM npukauyeHu ¢aiioBe Ha €JIEeKTPOHHA IIOLIa,
MoJiyueHa OT Hemo3HaT mojaren. Ts Moxe Ja ChbIbpKa BHUPYC WU Jpyra
3JI0BpEHA MTPOrpaMa, KOSATO Ja YBPEAH KOMIIOThPa/TenedoHa/Tabiera uii aa ro
HaIpaBH YSA3BUM 32 BBHILEH JOCTBHII.

[Ile ce mochBETBaM € POTUTEIUTE CH/yYUTEN, TPEAN J1a CBAJISL WM MHCTAIUpPaM
HOBA MPOrpamMa/mpusIoKEHNEe Ha KOMIIOTHD, TeledoH, TabseT, KaKTO U HE MpaBs
HUIIO, KOGTO MOXXE J]a YBpeIu KOMIIOThpa WM 4Ype3 AaJeHO NeiCTBHE Ja ce
Pa3KpUAT JaHHU 32 MEH U CEMEMCTBOTO MHU.

Hemara, kouTo mpaBs B MHTEpHET, HE TPSOBA a BpEAsT Ha JAPYrH XOpa MM Ja
MPOTHUBOPEYAT HA YCTAHOBCHUTE MPaBMiIa (YacT OT TAX Ca YPEACHU B 3aKOHH).
W3BecTHO MU e, 4e € 3a0paHeHO Ja Ce M3MOJ3Ba YYKIO MOTPEOUTEIICKO MME,
napoJia ¥ eJeKTPOHHA MOIIa.

He numra u He kauyBaM HUIIO, KOETO MOXKE J1a € OOMIHO WIIM YHU3UTEITHO 32 MEH
WIH 32 IPYTH XOpa.

HezabaBno  wHdopmupam  BB3pacTeH  (pOAMTEN,  YYHTEN,  JUPEKTOP,
Mearorn4eck ChbBETHHUK), KOTAaTo MOMaHa Ha MaTepHali, KOUTO Me Kapar ja ce
YyBCTBaM HEYZ0O0HO WJIM HAa MaTEepPHalil C BPEIHO WM HE3aKOHHO ChIbpKAaHWE,
KOETO MOXe J1a ObJe MmopHorpadus, MpONOBsIBaHE HA HACHIIME M TEPOPHU3BM,
€THUYECKA U PEIMTHO3HA HETOJIIEPAHTHOCT, ThPTOBHUS C HAPKOTHUIIH, Xa3apT U Jp.
He otroBapsiM Ha chOOILIEHHS, KOUTO ca OOMJHH, 3aIlIAIIUTETHH, HENMPWINIHU
WIM M€ KapaTt Jia ce 4yBcTBaM HeynoOHo. MHdopmupam poaurtenute cu/KiacHUS
PBKOBOAMTEN, YYMTEN, JUPEKTOp, TeJarorndeckl ChBETHUK 3a TaKHBa
ChOOILIEHUSI.

AKO HSKOM Me 00MX/1a WM TOPMO3M OHJIAlH, HE OTroBapsM. JlokiazaBam ro Ha
OTrOBOPEH BB3pACTeH (POJMTEN, YUUTEN, AUPEKTOP, MEAarorn4ecKd ChBETHHUK).
Mora u caM Ja JOKJIajgBaM, KaTo MOJaM CHTHaJl Ha caMusi CaiT WIM Ha
nocoyeHure anpecu: www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.bg u ro Omokupam. lobpe e na
HarpaBsl BeJHara €KpaHHa CHUMKa (CKPHWHIIOT) Ha CHOTBETHHS Pa3roBOp HIIU
ChIbpKAHUE KAaTO EJEKTPOHHO JO0KAa3aTeJICTBO, KOETO IpelaBaM Ha OTIOBOPEH
BB3PACTEH (POAUTEN, YUUTEN, TUPEKTOP, MEarOTUHUECKH ChBETHHK).

Buumasawm, koraro pasroBapsm B yatT. [lomus npasuiio Nel: ye xopara oHnaiiH He
BUHATM Ca Te3W, 3a KOUTO C€ MPEACTaBIT W MOTaT Ja TBPCIT OIpeneeHa
uHpopMaIus, ¢ KOSITO J1a 37I0yIOTpedsT ¢ MeH Wi ¢ Apyrure xopa. [Ipasumo Ne2
€ ue He MPaBs HUIIIO Ha JPYT YOBEK B MpeXkara, KOETO He MCKaM Jla MU C€ CIIy4d U
Ha MEH.

AKoO ce ciiyud Ja rnonajHa Ha UH(GOpMaIUs Uik Ipyro chlIbpkaHue B Mpexara,
KOETO HE MM XapecBa WJIM Me IUIAlIM N0 HAKaKbB HAYMH, MOTa J1a TIOJaM CHTHaJl



http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.facebook.com/bgcybercrime
http://www.safenet.bg/

Ha JICHOHoOIIHATa 1 Oe3riatHa Harmonanuara tenedonna nuHus 3a gena 116 111,
Ha otaen ,,Kubepnpecrenuoct™ na I'JIBOIT (http://www.cybercrime.bg/bg), na
Ilentbpa 3a Oe3omaceH WHTEPHET Ha aapec: Www.safenet.bg, wnm Ha TexHus
tenedon 124 123, wim nipe3 yaT-moayiia Ha Www.safenet.bg .

15. He TpsibBa na mpueMaM Cpemy C JIMiia, C KOUTO ChbM CE€ 3all03Hajl/a B UHTEPHET,
OCBEH CcJie/l ChIVIacMeTo Ha ponutenutre Mu. [lomHs, ye XopaTa, ¢ KOUTO ce
3aro3HaBaM OHJIAH, HE BUHArW ca TE3H, 3a KOUTO ce mpeactaBsaT. OnuTBaMm ce
BHUHArW Jia MpoBepsiBaM Jlali YOBEKbT OTCpPEIa HAaUCTHHA € TO3H, 32 KOTOTO ce
MpeJICTaBs 4pe3 MpoBepKa IO UMeE, MMEWJ, CHUMKa M KOHTPOJEH BBIIPOC, HA
KOHTO Ou TpsOBaio Ja 3Hae OTroBOpa, ako € HaucThHA To3W. llpu cbMHeHue
MOX€ J1a IoJaM CHUTHaJ WJIM Jla HOThbpPCS ChBET Ipe3 cairta Ha lLlenTwspa 3a
Oe3omacen uHTepHET WWW.Safenet.bg.

16. W3nmon3BaMm HacTpoiikuTe 3a OE30MACHOCT W 3alIUTaTa Ha JIMYHUTE JaHHU Ha
COLIMAJTHUTE MPEKU, MOOMITHUTE MIPUIIOKEHUS U Opay3bpuTe.

17. W3non3Bam (ynknusara 3a OezonmacHo chpdupane. He mocemaBam caiToBe B
WHTEPHET, KOUTO Ca ChC ChIbPKaHUE, HETIOAXOAAIIO 3a ETCKA Ay JUTOPHSI.

18. M3non3BaM TpyaHU (IBITH, C TJIABHU W Malku OYyKBH, HH(PU ¥ CIEIHATHH
3HAIIM) ¥ PA3IUYHU 32 BCEKH CalT MapOJIu.

19. U3non3BaM aHTUBHUPYCHA Tporpama, KOSTO CJIeBa PEIOBHO Jie ce OOHOBSBA.
3aeTHO C OTTOBOPHHUTE BB3PACTHU (POAUTEN, YUUTEN, AUPEKTOP), MOIAbpKAM
MOCIICHUTE aKTyaJIM3UPAaHU BEPCHH HA BCUYKU MPOTPAMH U MTPHIIOKCHUS.

20. Ako mosi3BaM O0IIM KOMIIOTPH, BUHATH MPOBEPSABAM JAIU ChbM H3JIS3BJ/U3IIA3I1a
oT mpoduiia cH, ciel KaTo CBBPIIM yaca. B ciyuwaii, 4e Hamepsi yCTpOWCTBO, Ha
KOETO IPYT YUCHUK € padoTHII, HO HE € 3aTBOPHII Tpoduia cu, BeaHara e u3issa
0e3 11a mperiexaaM, IPOMEHsIM 1l 100aBsM nH(popMaius B npoduia my.

CXEMA 3A YBEJIOMSABAHE B CJIYYAW HA KHBEPTOPMO3

Tlete POILI/I}“CJ‘I,
HaCTONHUK,
\/
MONEYUTEN, APYT
TroJjiarai Tpuxu
3a JETETO
Cucremen
aIMUHHUCTPATOP
(cmy>xuren nnm
BBHIIICH YauTen, Bb3NUTATEI,
CTICIIUAIIHCT) PBKOBOIAUTEIN
| HampaBnenue KT,
JIUPEKTOP,
MearOru4ecKu
CIIELHUATTUCT
v
v
Hupektop / Jupeknus
Hanmonanua Ten. muHus 3a ,,ColnamHo
merma 116 111 rnoamnomMarane”

www.cybercrime.bg
www.safenet.bg
ten. Ha LleHTsp 3a Ge3omaceH
K uHTepHet 124 123
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KPATBHBK PEYHUK U JOII'BJIHUTEJIHU CbBETU:

KAYBAHE U CIIOAEJISIHE HA CHUMKMWM — CHuMKH WM BUJCO Ha JeTe,
YYCHHUK, POJUTEN, YUYWUTEN, JUPEKTOp, ICHUXOJIOT, PECYpCEH YYHUTEN, OJU3KH, HPHITEIIH,
MO3HATH WM HETMO3HATH JIMIA ca MyOJMYHO AOCTBHITHH H300paKCHHS B WHTEPHET, KOUTO
MOraT Jla ca KauyeHHW OT POAUTEIUTEC WU APYTHM UYICHOBE Ha CEMEHCTBOTO, IMPHUSATEIH,
ChY4YCHHIIH U Ap. Te3u, KOUTO ca TW CHOJCIIIN/KAYWUIA B UHTEPHET, MOXKE J1a UMAT H3ISUI0
no0pu HamepeHus: KbM Hero/Hesl. Ho TakoBa chabpikaHHe MOXKE J1a HAaKbpHSBA JIUYHOCTTA U
JIOCTOMHCTBOTO Ha JMLETO. [IpernopbunuTeTHO € M0 HUKAKbB MOBO/J 1a HE C€ KayBaT CHUMKH
Ha JIeTe, 3a KOUTO MMa M Hal-MaJKOTO CbMHEHHE, Y€ MOTaT Jila My HaBpeasT U 0e3 HEroBO
cbraacue. Cro/ieNisiHeTO Ha CHUMKH € YECTO CPEILAHO SIBJICHUE B COIMATTHUTE MPEXKH, 3aTOBA
OCHOBHa TIPENOpbKa € MOJOOHM CHHMKH Jla C€ CIOJACNAT CaMO C XopaTra OT CIHUCBhKA C
MPUSATEIN Ha YOBEKA, KOWTO MCKA J]a KAyl CHUMKATa, U Ollle Mo-A00pe — caMo C rpyrara Ha
Hal-O0JIM3KK MPUATEIN OT PEaTHHs XKMBOT. BaxkHO €, koraTto ce CHUMa chC cMapTdoOH, /1a ce
yYBEpHUTE, Y€ CHUMKHUTE HE C€ KayBaT aBTOMAaTHYHO B MpoQuia Ha POAUTENS WM ACTETO B
caiitoBe karo MHcrarpam Hanpumep. B nmpoduauTe cu B COIMAIHUTE MPEXKHU TPpsOBa J1a CTe
CUTYpPHHU, Y€ CT€ HACTPOWJIHU JOCThIIA JO CHUMKHUTE CH Taka, 4€ Ja C€ BIXKIAT camMoO OT
npustenute Bu. ChIIOTO ce oTHacs M 3a HACTPOWKHUTE Ha OOJAYHU YCIYTH, B KOUTO C€
ChIbPKAT CHUMKHU ¥ HH(pOpMAIIHSL.

OHJIAMH (KUBEP)TOPMO3bT mupesacTaBissa H3ION3BAHETO HA MHTEPHET 3a
HaHacsHE Ha €MOLMOHAIHA Bpela BBPXY JIpYyru xopa. TopMO3bT B MHTEPHET MOXE Ja UMa
pazmuuan ¢opmu. Toll Moke a MHHaBa Mpe3 pasnpoCTpaHsIBaHE Ha IMOIUTPABATECIHH U
OOM/IHU CHUMKHM U BUJICOKJIMIIOBE B CAliTOBE 3a CIIOJIENIIHE Ha BUJIEOChABPKaHHE kKaTo Vbox7
u YouTube, ch3naBane Ha ¢anmuBu Npoduid ¢ OOMAHO CHhAbPKAHUE B COLUATHU MPEXKU
kato Ask.fm, ®elicOyk u MHcTarpam, KakTo U B ChbOOILIEHUS M M300pa’keHUs B TPUIIOKEHUS
3a komMyHukauusi karo Ckaiin u BailObp, miam B u3mpamiaHeTo Ha OOMIHM CHOOLIEHHS U
KOMEHTapH, B ChIIUTE CAUTOBE U MIATPOPMHU.

KPAJKBATA HA MTPO®WJI (xakHaT npodu) npeacTapisBa MPUCBOSBAHETO HA
qy>KJ TOTPEOUTENICKH Tpouii B coluaiHa Mpexa, ruiargopma 3a oOIryBaHe (Harmpumep
delicOyK), eNeKTpoHHa MoIa Uian apyr caiT. KpaxOara cTaBa Bb3MOXKHA 4pe3 BIU3aHE C
MpaBUJIHATA Tapojia M HEWHara MoJMsSHA C HOBAa WM HEW3BECTHA 3a YOBEKA, Ha KOTOTO
OpUHAAIEXKH TpoduabT. Bb3MokHO € ciex kpaxOata mpoduiabT Aa ce M3mons3Ba 0e3
3HAaHUETO WM CHIIIACHETO Ha IIbPBOHAYAIHHS COOCTBEHHK. AKO Ha JIeTe IMOJl 33 bJDKUTEITHATA
3a MMOBEYETO COLMATHM MPEXH Bb3pacT OT 13 roauHM (Ta3u BB3pacT € Takama, 3alloTo MO-
roJsiMaTa 4acT OT MOIYJISIPHH COIMATHU MPEXXH ca aMEpPUKAHCKH U TpaBUIIaTa 3a MOJI3BaHe ca
CcboOpa3eHH C aMEpUKAaHCKOTO 3aKOHOJATENCTBO) C€ Ch3JaBa COOCTBEH NpPOQUI BBHB
®eiicOyk, MHOTO € BayKHO IpH M300pa Ha BB3pacT jaa ce u3zdbepe nox 18 roauuu, Thil Kato 3a
HEMbJIHOJIETHUTE NOTPEOUTEN UMa BaKHU JIOITBIHUTEIIHU 3aIUTH.

KPA’XKBATA HA JIMUHU JAHHMU e BuJ KOMIIOTHPHO MIPECTHIUIEHUE, TPH KOETO
ce TpUA00MBAT UYKIW JUYHH JaHHH C 1eJ (UHAHCOBa WM3MaMa WIIM 3JI0yNnoTpeda KaTo
TerjeHe oT 0aHKOBa CMETKa, MM KaHJHUJIATCTBAaHE 3a KPEAUT OT 4yXkJ0 ume. Ta3u omacHOCT
10 IPUHIMUII HE 3acsra Mmo-MajKHUTe Jiela, KOUTO He MPUTEKaBaT JINYHH JOKYMEHTH, OaHKOBU
cMeTkH uinu Kaptu. Ho mpu TuitHexbpute Hax 14-roguinHa BB3pacT TO3UM PHCK CTaBa
aKTyaJeH.

OUIINHI' ATAKUTE ca naii-pa3npoctpanenara ¢opma Ha MHTEpHET M3Mama u
IIAPOKO MU3MOJI3BAH IMOXBAaT OT KOMIIOTBPHHU MNPCCTBIIHUIM 3a II0JIydaBaHC Ha BaXKHa



uHpopmanusa. ToBa mpecTbiyieHne ce Hapuya ,,¢umumHr’ (,,phishing” — "3apubsBane”,
npousiu3a ot fishing — pr6o0B), 3aMI0TO €IEKTPOHHUTE CHOOIIECHHSI, KOUTO CE pasmpalar,
ca KaTo ,,BBAMLM’ C OCHOBHA IIeNl MOJyYaTeNIHUTe Jia Ce ,,XBaHAT Ha TAX MOPaTd CBOATA
HEOIMUTHOCT M HEOCBEJOMEHOCT, Karo WM OTroBopsaTr. Ilpum ¢ummHra wW3MaMHHINATE
pasmpamiar eneKTpOHHA TOoIla, KOSTO MpeTeHAupa, Y€ HABAa OT IMOYTEHA KOMIIAHHUS U Ce
omuTBa Ja yOeau modydarens Ja Jalle BaXKHA JMYHA WK (UHAHCOBA WH(OPMAIIHS.
EnextpoHHOTO CchOOIIEHHE OOMKHOBEHO MOJH Ja C€ M3MPATAT JUYHU JaHHU W JaHHU 3a
0aHKOBa CMETKa B OTIOBOp HJIM Jla C€ BBBEAAT HA yeOCaWT, KbM KOWTO MMa Bpb3Ka. Te3n
JaHHU ca HapuMep NOTPEOUTEICKH UMEHa, TApOJI U HOMEpa Ha KPEAUTHHU KapTH.

SAIUTA HA KOMITIOTBPHUTE MPEKHU OT OITACHA EJIEKTPOHHA IIOIIIA

1. He Tpsi6Ba na ce mposiBsBa MHUIIMATHBA 3a MOJy4YaBaHe HAa UMEIT MHCMa, UHTEPHET
CTPaHMIIH, KOUTO TIpeaiaraT Oe3IJIaTHU WU IUIATEH! YCIYTH U CTOKH, YECTO MpeJyiaraiy Ja
BU U3NPATAT MPOMOIMH 1o e-mail. OTkaxeTe TakaBa yciyra.

2. meiin anpechT ce crofelns camo mpu Hyxma. Koraro ce mpemaBa 1mo €IvuH WIA
Jpyr MOBOJI, C€ BHMMAaBa 3a CIIEHUTE JIB€ HEIA: MbPBO AAJIM OPraHU3alUsATa WU YOBEKbT,
KOUTO TO MOJy4YaBar, 1€ BU M3MPATH HEXKEJIAH HMMEII; BTOPO, MOXKE JIM Jia CE pa3uuTa, 4e
HUMEIIT aapechT HaMa J1a ObJie 1aJieH Ha TPETO JIULIE.

3. He ce otBapsT umeinre B HexxenaHa mnoina. Hukora He ce oTBapsiiiTe nmpuUKaveHH
(haiisioBe B ChOOIICHHS OT HEMO3HAT M3Mpaiad. AKO He ce Mo3HaBa UMETO B moJjieto ,,0T1”, He
OTBapsIiTe MPUKAYCHUS (aii.

4. Axo ce Moiy4d HEOYaKBAaHO CHOOIIEHHE ChC CTPAHEH MpuKayeH (aila OT Mo3HAT
u3mpamay, ToO OM MOIJI0 Ja ChAbpKa BHUPYC. MHOro 3JIOBpEIHH TIPOrpaMH  Ce
pa3NpoCTpaHsIBaT A0 BCUUKU KOHTAaKTH, KOUTO HAMEPST B MOIIATa HA 3apa3eHUs] KOMITIOTHP.
TakuBa CHOOIICHHUS YeCTO UMAT CTpaHHA TeMa WJIM MM Ha MpukadyeHus Qaiun. Yecto ToBa e
IIETOBUTO CHOOIIEHNE, HAChpYaBalllo MONydyaTeNds Ja BUAU KapTHMHKA WU Ja TMpouYeTe
MpUKaueH TeKCTOBU (haiiyi. BuHarm u3uckBaiTe MOTBBPXKIEHHWE OT HW3Mpaliava, Mpeau Ja
OTBOPHUTE CHOOIICHHE WUJIH MPUKadeH (aiisl OT TaKbB BUJI.

5. IlpoBepsiBa ce MBIHOTO MMe Ha MNpuKadeHus (aiin. CKpUTHTE pa3MIUPEHUs OT
uMeTo Ha aitma Morar Aa 3a0iayasaT Ja OTBOPUTE 3apa3eH MpuKadeH (aiinm oT umeilna.
Bunaru ce mpoBepsiBa Janu MMEINT NMPUIIOKEHUETO TMOKa3Ba MBJIHOTO MME Ha TMPUKAYCHUS
(aiin, BKIIOYUTETHO pa3lIMpeHneTo. Bupycu u dyepBen mMorar ja ce ChIbpKaT BbB (hailiose,
KOUTO M3TJIeKIAT KaTo KapTUHKHU, HAallpuMep ¢ pasmmupeHue .jpg. Ho e Bb3MokHO 1a umat
CKPUTO pa3lIMpeHue, KaTo .eXxe WU .vbs KbM HMeTOo Ha (aiima, KOeTo o3HayaBa, de
MpUKaueHUIT aiia He € KapTHUHKA, a Iporpama, KOsITO 1€ Ce€ CTapTUpa, IIOM CE OTBOPHU
npukayeHus ait.

6. BaumaBa ce ¢ QammuBUTe TpEayNpPeKACHUS 3a BUpycH. DanmmuBuTe
IpeaynpexIeHus 3a BUpYycH ca nu3BecTHH kaTo "hoaxes". Topa e (hanmuBo choOIIeHHE, KOETO
MOABEXK I MOTPEOUTENNTE Jla BAPBAT, Y€ Ca MOJYYIIH BUPYC U TH Hachp4aBa Ja MPETpaTsT
MpeAYyNpPEeXRACHUETO Ha BCEKU, KOTOTO MO3HaBAaT.

7. He otBapsiiTe uMein, ChIbpKalll HEXKeNaHa pekiaama. Toi Moxke na Obiae
M3MOJI3BaH 3a MpeHacsHe Ha BUPYCH u YepBeru. OT choOpakeHUs 3a CUTYPHOCT OU TpsOBaio
Jla U3TPUBATE BCHYKH PEKJIAMHMU CHOOIIEHHUS OT HETMO3HAT H3Ipaliad BefHara, 0e3 na Tu
oTBapsITe.

8. He ce m3mon3Ba camMo €IHA TMONIEHCKAa KyTHA 3a BCUYKO. CHEUaiucTUTe M0
KHOEPCHUTYPHOCT MPETMOPHUBAT Ja € OTKPUBAT HAKOJIKO Pa3IMYHU MOIIX U Ja ce Pa3AelisT Mo
npeaHa3HauYeHue.

9. U3bsarBaiiTe ChIO Taka Ja Mpempaniare MucMa MKy HSIKOJIKO BAllli MOMIEHCKU
KYTHUHU.



10. He e mnpemopbuuTeNHO Ja c€ TMpenpamar nucMa 10 HSIKOJIKO 4YOBEKa
eaHoBpeMeHHO. OCc0o0EHO TakuBa, OT TUMA - "Mpenparere ro 10 7 YOBEKa U IIe BU CE CIYYH
Helo xy6aBo" uiaM "moMorHeTe Ha OOJIHOTO MU JE€Te, KaTo MPENpaTUTe TOBA IMCMO Ha MHOTO
X0pa, €I KOM CH 1€ MU JaJe 3a BCEKH 3 uMmeina 5 meHrta, Hanpumep. Te3u mucma ce
pasmpocTpaHsBaT C 1€ ChOMpaHe Ha JEHCTBUTEIIHM HMMEWI aapecd, Thil KaTo Tpu
Ipernpariane, KbM IMUCMOTO c€ A00aBAT aBTOMAaTHYHO U a/IpECUTE Ha MPEAHUTE MOTydaTesu.
Cren HSAKOJKO IperpamaHus, B €IHO TaKOBa MUCMO C€ ChOMPAT HAKOJIKO CTOTUIM PEaTHU
MMEIIT apeca, KOUTO ClIe]] TOBa Ce MpoiaBaT Ha GUPMHU 3a CIIaM.

11. Ako Bce mak MCKare J1a MpenpaTUTe HIKaKbB TEKCT MM WH(OPMAIHs, KOSITO CTEe
MOJIYYMJIM, KOTIHpaiiTe TeKCTa U ro U3Iparere Kato HOBO nmucMo. He npemnpainaiite npeaHoTo,
BBIIPEKU Y€ € MPUMaMIIMBO 0-JIeCHO. Taka 111e npeana3ute NpusaTeaInuTe cu oT ObIeH] CIIaM.

12. Axo mopaau HsAKaKBa MPUYMHA TBPKUTE Ja MPENpaTUTE OPUTHHAIHOTO MHUCMO,
cnoxere agpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOW OT MOJTy4aTenuTe
HsSMa Ja BUIM aJpecuTe Ha JApyruTe moiydarenu. [IpuumHaTta ma ro usnos3BaTe He € Ja
CKpHETE IMOJIy4aTeIUTe €UH OT IPYT, a Ja I'M [peana3uTe, B CIydyai ye ajpecHara KHUTa Wik
€JIEKTPOHHATA TIOIAa Ha HIKOM OT TAX CTaHE JOCTBhIIHA HA CHam-00T (HampuMmep Mopaau
BHPYCHA MHPEKIHS HA KOMITIOTHPA MY ).

13. Ileyan6a ot notapus: He cTe credyenuiau. CriaMbpUTe U3MON3BAT HaW-pa3IMuHU
NpUMaMJIMBU 3arjlaBusi Ha NHMCMara, 3a Ja HakapaT IojyyaTels Ja r'd OTBopu. MHoOro
MOTPEeOUTENU HAaUCTHHA OTBApAT MOAOOHM mucMma. Jlopu cien oTBapsiHETO BeaHara jaa ro
U3TPHUETE, CAMOTO OTBApSHE HAa MHCMOTO OM MOTJIO /1a IOTBBP/AHU, Y€ aIPECHT € PeajieH U BUE
CT€ I'0 MOJIYYUIIH.

14. OtmucBane OT OOJICTHMH, 3a KOHMTO HE NOMHHTE Ja CTE€ ce¢ 3amucBaiu. Yecrto
CpellaH METOJ, M3MOJ3BaH OT CIaMbpPUTE 33 HAMUPaHE HAa aKTUBHUTE IMOIICHCKU aJpEecH.
Wznpama ce OrwJieTUH ¢ JIMHK 3a oTnHcBaHe (yX) OT mojiydaBaHeTo My. OTHUCBaMKHU ce,
BCBIIHOCT MOTPEOUTENAT MOTBBPKIABA, Y€ M3MOJI3Ba MOIIECHCKATa KYTHUs, ¢ KOETO BeJHAara
BJIM3a B cnam jucture. Bmecto na ce ornucsate, OJOKUpaiTe MOTy4aBaHETO HA MHUCMa OT
TO3H aJpec.

15. He otBapsiiTe nucma, KouTo ca (UIIMHT aTaku. Hal-noOpusaT HauMH na ce
3alUTUTE OT (PUIIMHT aTaKu € KaTO HUKOTa He OTBapsATe (PUIIMHT MUCMa, HO YECTO € TPYAHO
Jla ce pa3no3Hae Koe MucMo € (UIIMHT aTaka. MoxeTe Ja Tu pa3no3HaeTe 1o:

e  OOpsmenueto e "Dear Customer" unu "Dear User", a He Bamero nme.

e B mnucmoro mumie, ye akayHThT Bu 1me Oble NpekpaTeH B Ciydail, ue He
MOTBBPANTE JaHHUTE CU He3abaBHO. /Hackopo cmambpute HM3MON3Baxa Moao0eH
noxBat koraro Ckaiin ce cpuHa 3a 1 neH. PaznpocTpanuxa choOiieHus, ye ckain
1€ YMUCTH HEAKTUBHU aKayHTH U C€ UCKAIIIe J1a Ce pa3lpaTu choOIeHne Ha moHe 15
noTpeOuTeNs, 3a a ce JOKaKe aKTUBHOCT./

e lIMeWnpT WaBa OT aKayHT, MPUJIMYAIl, HO HE €JHAKBB C TO3U, KOHUTO H3MOJ3Ba
W3BECTHA (UpPMa, OpraHu3anus ¥ Jp. AKO HE CTe CHUTYPHH JaJId THCMOTO €
GbumMHT WM He, Hall-100pe € a He OTBapsATe JIMHKOBE, KOUTO ca MyOJIMKyBaHU B
HEro, a Jla HAIUIIIeTe Ha PhKa aapeca Ha caidTa, KOUTO BU € HEOOXO M.

e AKO CTe MONYyYWIH TaKoBa MUCMO, 3a MPEANOYUTaHE € Ja OJIoKupaTe aapeca, oT
KoWTO e m3npareHo. Korato ro 6nokupare, Bue naBate yka3aHus Ha MOIIEHCKUST
KJINEHT, Y€ TOBa € CllaM W He TpsiOBa 1a ce mpuema. [loBeueTo morpedutenu odbaue
MPOCTO U3TPUBAT CIIaMa U TOW MPOIBJDKABA /1a UBA B KyTHUATA.

Hacrosimmre mpaBuia ca paspa0oreHu ¢ oriex (opMHpaHe HA NOJUTHKH B
AETCKUTEe TPAJMHM M YYWINIIATA, KOWTO [a OPraHM3UpaT H3NOJI3BAHETO Ha
o0pa3oBaTe/IHUSI NMOTEHIHAJ KaKTO HA KOMIIOTBPHATA Mpexka Ha oOpa3oBaTesjHaTa
HHCTUTYIUSI, TAKA U HA I100ajHATA MpeKa, B CbUeTaHHE ChC CHCTeMa OT MEpPKH 3a
CHUTYPHOCT M 0€30I1aCHOCT Ha JenaTa U ydyeHunure. [Ipuiiaranero uM Ha NpaKTHKA LeJIH



NOBHIIABAHETO HA MH(MOPMHUPAHOCTTA M JUTHTAJIHATA FPAMOTHOCT Ha OOLIHOCTTA OT
3
Aena, poAuTed, yYUTeH, IMPEeKTOPH U CIY:KHUTeJH.

¥ [paBmmara ca ChrIacyBaHH M pa3paGOTEHH U C YIACTHETO HA EKCIIEPTH OT OTAeN , KHGepIpecThIHOCT” KbM
I'maBHa mupexuus ,,bop6a c opranusupanara npectbiHoCcT” U ¢ LleHThpa 3a 6e30maceH HHTEPHET.



